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Secure Email Protocol

If you want to encrypt your email messages and you do not have a digital ID
or email client that supports encrypted email messages, you can use an
encryption email service to secure your email.

HUSHMAIL

Hushmail is a one of many web based email encryption services that
provides end to end encryption for your email correspondence and also
offers a secure fax service and SSL Certificates. Hushmail offers three levels
of service including a free version. Hushmail is an established business
providing secure services now in its seventh year. Below are some of the
benefits of the Hushmail service:

All webmail users have access to:

Spam Control to keep your Inbox clean.

File storage & sharing with other Hushmail users.

Unlimited contacts.

External POP3 access to other email accounts.

Hushmail Express for easy encrypted communication with Contacts at any
email address.

Hush Messenger for secure instant messaging.

Email notification and paging.

Read receipts, auto-responders, drafts, and templates.
Extensive help resources.

Digital signatures for email and attachments.

End-to-end encryption for email and files.



2048 bit encryption with full OpenPGP support.

Hushtools, our encryption toolkit.

The following is a list (not inclusive) of several encryption email services
that you can investigate if you are considering an email encryption service.
If you have any comments or feedback related to providers on this list please
share them with our group.

Secure and Encrypted Email Providers

HushMail
Web-based fully encrypted email system.
www./www.hushmail.com

ZipLip.com

Data exchange platform with modules for email, storage, collaboration, and
payments.

www.ziplip.com

CipherTrust
Enterprise email security including anti-spam and webmail protection.
www.ciphertrust.com

StealthMessage.com

Secure messaging system designed for communicating sensitive and
confidential information.

www.stealthmessage.com

MuteMail
Allows users to send and receive anonymous email via an SSL connection.
www.mutemail.com

Webmail.us

Provides secure web-based email hosting services with anti-spam and virus
protection for small business.

www.webmail.us



SecureNym
Founded with the purpose of providing a private, anonymous email service.
www.securenym.net

Generalmail.com
Premium secure service for business and personal use with encryption

(SSL), web based email, and IMAP/POP3 access.
www.generalmail.com

Swissmail.org
Offers secure email for business and personal use.
www.swissmail.org

SafeMessage

Provides protected communications by encrypting all communications,
providing known delivery status, and auto-erasing messages.
www.safemessage.com

42inc
Features secure standards-based SMTP, POP, IMAP, and Webmail.
www.42inc.com

KeptPrivate.com
Secure web-based email service offers encrypted message storage and secure
POP/IMAP and SMTP access.

www.keptprivate.com

Proof of Service - electronic (PoS-e)

Certified Internet document delivery system that provides proof of what was
served, upon whom, and when.

WWW.pOs-e.com

4SecureMail.com

Provides secure email accounts and hosting for consumers and business
customers worldwide.

www.4securemail.com



Co-Mail

Secure virtual corporate email server with POP3 and web access enhanced
by 2048-bit encryption (OpenPGP).

Www.co-mail.com

Yozons

Offers a secure service that allows businesses to securely send, legally sign,
store, and retrieve documents and messages from anywhere in the world.
WWW.yozons.com

MailProtector

Intelligent email and virus filters and complete corporate email security
solutions.

www.mailprotector.net

SecureMailbox.com

Provides email security services for individuals, small businesses,
healthcare, legal, and financial industries.
www.securemailbox.com

Agenetics, Inc.
Allows users to send and receive secure messages.
www.agenetics.com

Nast-E-gram

Service that anonymously sends specified messages to recipients as email or
postal mail.

WwWw.nastegram.com
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